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Researchers publish lots of data online
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Researchers are expected to
de-identify data:
modifying non-aggregate data
to make it more difficult
to re-identify or learn info
about individuals



Guide to Social Science Data
Preparation and Archiving

Best Practice Throu Data Life Cycle « 6th Edition

>>>J—PAL: |

G . d k
J-PAL GUIDE TO . .
-
DE-IDENTIFYING DATA N ||S ea 1 |g
Sarah Kopper, Anja Sautmann, and James Turitto
J-PAL Global
January 2020
l . b t
of re-identifying individuals within a given dataset. This guide provides further details on the de-
identification process, including various procedures for de-identifying a dataset, a list of common [ ] [ ] [ J [ ]
identifiers that need to be reviewed, and sample code that can be used fo de-identify data intended
for publication. It is infended to be used alongside the accompanying Guide to Publishing Research
Data. |
Please contact research-resol @po yactioniab.org wit ts, questions, or feedback.
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Abstract: Researchers who plan to publish data on human subjects should take careful steps to protect
the confidentidlity of study participants through data de-identification—a process that reduces the risk

Guo et al. (2024), “A Qualitative Analysis of Practical De-ldentification Guides”



Semi-structured interviews

RQ1. How doresearchers perceive re-identification threats?

RQ2. How do researchers de-identify data in practice?

We recruited...
* 18 practitioners at universities and research companies

* 6 curators at repositories and funding agencies



Researchers are concerned about
combinations of indirect identifiers that

could link individuals to external data
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You want to avoid putting clinicians into a
group of less than five similar clinicians.
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In practice, though, researchers only inspect
pairwise combinations of identifiers to
evaluate de-identification success

You could crosstab all variables in theory, but that would be like
millions of crosstabs. Maybe it’s somebody’s position,
crosstabbed with their age or gender. It’s not necessarily a

scientific process. It’'s more knowing what to look for.
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Come find my poster for more on...

* Root causes of the gulf between risk
model and implementation

* De-identification challenges
 Curator-practitioner dynamics
* |Impressions of differential privacy
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Nobody else has
two chickens!




